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Abstract
Purpose – In this paper, using values of individuals in a Swedish health-care organization, electronic
identity management objectives related to security are defined.
Design/methodology/approach – By using value-focused thinking, eliciting values from interviews of
three groups of health-care staff’s objective hierarchies for three stakeholder groups are identified and
defined. Objective hierarchies allow comparison across multiple stakeholder groups such that strategic
objectives for identity management can be compared and contrasted.
Findings – This qualitative investigation, which used value-focused thinking, revealed 94 subobjectives,
grouped into 12 fundamental and 14 means objectives, which are essential for developing measures that
address potential value conflicts in a health-care organization around electronic identity management. The
objectives developed in this study are grounded socioorganizationally and provide a way forward in
developing measures aimed to reducing potential conflicts at a policy level.
Originality/value – In a final synthesis, congruence (or lack thereof) in the electronic identity management
approach for a Swedish health organization is suggested. This also creates a foundation to evaluate and
weight different objectives for strategic decision management.

Keywords Health care, Identity management, Value-focused thinking

Paper type Research paper

1. Introduction
Advances in use of IT in health care have generated discussions on individual identity.
While health-care management strives to deliver services in an efficient and effective
manner, patients aspire to maintain identity of their self and their electronic records. In an
ideal situation, there should be complete congruence between corporate and individual
needs. Law demands that patient records are kept confidential. Identity management is
often viewed as the solution to guarantee secure access to sensitive patient data, at the same
time as visions of efficiency, interoperability and timely access to patient data irrespective of
location can be realized (Halperin and Backhouse, 2008). But, considering the very nature of
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federated systems that exist, maintaining security can be a challenge. There is usually a lack
of unanimity of purpose between the values propounded by the corporate and the values
cherished by the individuals. Consider a situation where there is a need to retrieve pertinent
data for a specific treatment for a patient. The situation demands that that patient records
are searched and retrieved from several locations based on patient identifying information.
To define a treatment plan, extensive use of identity management practices is required.
Adequate technology support is essential; there is a need for rule structures relevant to the
authorization process. And there is a need for awareness and training of various
stakeholders. It is only then that a high integrity electronic identity (eID) management
system can be put in place.

In this paper, we identify value conflicts amongst stakeholders involved in the
implementation of an electronic health identity management system. Based on the value
conflicts, we develop principles that strategic planners need to be cognizant of. The paper is
organized as follows. First, we review the latest developments in electronic identity
management in the context of health care. Second, based on our assessment of identity
management system implementation, we define value-based objectives and develop value
model to demonstrate the interactions between means and fundamental objectives. The
context of value-based objectives is a Swedish health-care organization composed of three
distinct stakeholder groups, namely, operations professionals, IT professionals and medical
professionals. Finally, we sketch out principles necessary for reconciling and prioritizing
objectives.

2. Electronic identity management in the literature
For health care, the use of electronic identification management is seen an efficient tool for
the identification and authentication of individuals when accessing sensitive information
such as patient data (Stroetmann et al., 2011). The availability of an identity management
solution is considered a necessary “building block” for the delivery of “robust, streamlined
and sustainable” public e-services by European governments to their citizens (European
Commission, 2010). On an organizational level, has the development from paper-based
records in favor of electronic health care records “pushed health care into the lead for
identity management application areas” (Halperin and Backhouse, 2008). However,
balancing the need for timely access to accurate patient information with the need to
safeguard the confidentiality and integrity of that information can create a great deal of
tension giving rise to specific challenges for identity management in health care. Halperin
and Backhouse (2008) argue that security and privacy is one of the key issues of identity
management together with interoperability and questions about convenience and
intrusiveness. There are also some challenges that are specifically related to eID within
health care. For instance, Campos et al. (2011) argued that issues concerning identity
management within health care tend to center on interoperability, together with
responsibilities and roles. A study carried out by Hedström et al. (2016) illustrated how
usability, together with users’ attitudes behaviors and privacy concerns are important
challenges in relation to the implementation of eID within health care.

3. The use of value-based objectives in the literature
The practice of incorporating public values into the policy-making decision process has a
robust basis in the academic literature, where the public’s opinion is intended to drive policy
creation and implementation (Dhillon and Smith, 2017; Dhillon et al., 2016; Dhillon and
Torkzadeh, 2006; Drevin et al., 2007; Keeney, 1994, 2006, 2013; Keeney and Palley, 2013; May
et al., 2013; Merrick and Garcia, 2004; Merrick et al., 2005a; Merrick et al., 2005b;
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Witesman and Walters, 2014). The opinion of the public is driven by the inherent values of
the collective individuals and is very useful for creating policy that is both effective and
accepted by those affected through its implementation (Keeney, 1999, 2006; Dhillon et al.,
2016; Dhillon and Torkzadeh, 2006). Due to the aforementioned benefits, public values are an
important consideration within policy decisions and should be incorporated into the
decision-making process, despite being a difficult task (Dhillon et al., 2016; Dhillon and
Torkzadeh, 2006; Keeney, 1999, 2006; Witesman and Walters, 2014). The uses for all forms
of patient-centric data in health care is growing rapidly, giving rise to new privacy and
security concerns for those about whom the data are being collected. Current policies do not
adequately account for these concerns and so it cannot adequately address privacy and
security concerns in this.

4. Methodology for defining value-based objectives
According to Keeney (1999), to identify values one must ask the concerned people, meaning
anyone that can be considered as having a stake in solving the problem at hand. Within the
academic literature, there is a significant amount of variance in the number of individuals
that should be interviewed in the process. As an example, Hunter (1997) used the interviews
of 53 people from two different organizations to do a content analysis to elicit individual
values. However, Phythian and King (1992) used two managers who were experts in
assessing tender enquiries to identify key factors and rules that influence tender decisions.
Additionally, Keeney (1999) obtained interviews from over 100 individuals to obtain their
values and develop value-based objectives that influenced their Internet purchases.
However, with respect to Keeney (1999) it is important to understand that interviews should
continue till saturation of values occurs, which is facilitated naturally within the value-
focused thinking approach. For this study, 16 people from three distinct stakeholder groups
in the health care field, namely, medical professionals, IT professionals and operations
professionals, were interviewed about their experiences of implementation and use of
electronic identity management in their organization. We elicited individuals from one
hospital ward and two health care centers to obtain a rich understanding of electronic
identity management within the three unique stakeholder contexts. The participants were
selected as they were highly knowledgeable and had different roles and worked at different
sites. This was important as we wanted to uncover and compare different perspectives
(Eisenhardt and Graebner, 2007). We complemented our first round of interview using the
snowball strategy to make sure we covered the most important and interesting roles
(Biernacki and Waldorf, 1981). We asked our informants questions about their view of
electronic identity management, how identity management was enacted in practice, i.e. how
they used it, how they perceived the implementation of electronic identity management at
their work site, functionality and consequences of using electronic identity management.
Through their responses we could identify general values for electronic identity
management related to information security. The interviews were classified into 124 value
responses. This allowed us to cluster these common form value statements into 94
subobjectives which were then able to be grouped into 12 fundamental and 14 means
objectives. The following is an explanation of the process used through which these
fundamental andmeans objectives were obtained for our research.

The following three-step process (See Figure 1) is used to identify and organize the values
that an individual might have with respect to electronic identity management for ensuring
patient privacy in health care (Keeney, 1992): First, interviews are conducted which elicit the
values an individual might have within a decision context. Second, individual values and
statements are converted into a common value format, such as an objective oriented
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statement. Then similar objectives are grouped together to form clusters of objectives.
Finally, the objectives are then classified as either fundamental to the decision context,
resulting in a fundamental objective or simply a means to achieve the fundamental
objectives, which is known as a means objective.

4.1 Identifying values
To begin, interviews are conducted with the concerned peoples as a process of identifying
values. We at the beginning of each interview, the purpose is clarified and context and scope
of the interview are established. The core objective in this interview is to understand the
implementation and use of identity management in health care. All questions were open-
ended. As individuals can express values differently, an inherent difficulty exists with the
quiescent nature of the values, so different probing techniques are used to identify latent
values. Keeney (1992), as probing techniques, suggests words like trade-offs or
consequences as useful in making such implicit values explicit.

4.2 Structuring values
Once the values are identified, a process of value structuring and objective development
begins. Step 1 is that all statements are restated in a common form where duplicates are
removed. Then, common form values are considered from these statements and converted
into subobjectives. According to Keeney (1999), an objective is constituted of the decision
context, an object and a direction of preferences, which in the case of this research is
electronic identity management in health care. With all values systematically reviewed and
converted into subobjectives, it may be found that a number of subobjectives deal with
similar issues, making it necessary to determine if these overlapping clusters should be
merged or stand alone. By carefully reviewing the content of each of these subobjectives,
clusters are developed that group similar ones together (thus removing any overlap) and
then each cluster of subobjectives is labeled by its overall theme which then becomes the
main objective of the cluster.

Figure 1.
The research
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4.3 Organizing objectives
The list of subobjectives and corresponding clusters initially include both means and
fundamental objectives so wemust differentiate the two. This is accomplished by repeatedly
linking objectives through means–ends relationships then specifying the fundamental
objectives. To identify fundamental objectives, the question is asked, “Why is this objective
important in the decision context? (Keeney, 1994)”. If the objective is an essential reason for
interest in the decision context, then the objective is a candidate as a fundamental objective.
If the objective is important due its implications with respect to some other objective, then it
is a candidate as a means objective. This is termed by Keeney (1994) as the “WITI test”. In
our research, this test was applied to each stakeholder group’s values to create three sets of
fundamental andmeans objectives.

5. Objectives for understanding electronic identity management in health care
In this section, we present the fundamental (Table I) and means objectives (Table II) and
how they can collectively contribute to facilitating patient privacy through the use of
electronic identity management in the form of a network diagram (Figure 2/3/4). In our
research we found twenty-six total objectives: 12 fundamental objectives and fourteen
means objectives, which are placed into three distinct groups representing the involved

Table I.
Fundamental
objectives

Operations professionals Health-care professionals IT professionals

F1 Ensure confidentiality of
patient data

F1 Ensure responsibility for
patient privacy

F1 Ensure confidentiality of
patient data

F2 Ensure compliance with
organizational rules

F2 Ensure confidentiality of
patient data

F2 Ensure availability of patient
data

F3 Maximize efficiency of
organizational procedures for
patient privacy
F4 Maximize care delivery
through effective information use

F3 Ensure efficient information
flow for patient treatment success
F4 Ensure stability in information
technology use

F3 Ensure ease of access to
patient data for authorized users
F4 Ensure integrity of patient
data is not compromised

Table II.
Means objectives

Operations professionals Health-care professionals IT professionals

M1 Ensure use of
authentication tools by medical
staff

M1 Ensure responsible access to
patient data during house calls

M1 Ensure use of electronic
signatures
M2 Maximize system uptime

M2 Maximize organizational
competence through training

M2 Ensure efficient identity
management

M3 Minimize authentication delays

M3 Maximize token access
M4 Maximize fast access to
patient data

M4 Ensure external system
integration
M5 Ensure internal system
integration

M5 Maximize flexible work
processes

M3 Ensure clearly defined data
handling procedures
M4 Ensure availability of
patient data for medical
professionals’ use
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stakeholder groups. The fundamental and means objectives build the means-end network
model which can act as a decision pathway to model different decision context for achieving
the fundamental objectives. They also present additional research opportunities for
modeling dependent and independent variables using techniques, such as structured
equation modeling, to determine the effect these moderating means objectives have on the
fundamental objectives. Further, multi-criteria decision analysis techniques can be used to
construct decision models for evaluating decision context with multiple alternatives based
on the concept of maximum expected utility for a given solution.

Figure 2.
Means-end network

diagram – IT
professionals

Figure 3.
Means-end network

diagram – health
professionals
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5.1 Fundamental objectives
The 12 fundamental objectives are divided into three distinct groups, namely, operations
professionals, IT professionals and health professionals. The purpose of this research was to
explicate the stakeholder values for each group, demonstrating the objectives which they
believe to be fundamental to the decision context. It is important to note that some overlap
may exist between the objectives intent for each stakeholder group. However, the means by
which these groups believe the fundamental objective should be achieved may vary, hence
the importance the means-end network diagram. The following are explanation of the
fundamental objectives providing an explanation and link to the literature when appropriate
as well as a value quote that demonstrates the foundation from which the objective was
developed.

5.1.1 Operations professionals fundamental objectives.
5.1.1.1 FO1 ensure confidentiality of patient data. The confidentiality of patient data
appears organizationally important, regardless of stakeholder group as they all stated the
need to protect the privacy of patient information. However, each stakeholder group viewed
confidentiality differently as, for example, those in the operational stakeholder group
believed that enforcing the use of authentication tools would improve patient security and
reduce the risk of unnecessary or improper access to patient data by unauthorized users. A
study by Neeraj et al. (2014) support this belief as they conducted a study within a health-
care organization and assessed access controls to 59 terminals with access to sensitive
patient data. Neeraj et al. (2014) found that over 85 per cent of the terminal could be accessed
with generic username and password credentials, providing a clear dangerous to the
protection of patient data. The proposed remedy by the health-care organization interviewed
for our research, authentication tools like login tokens, would eliminate such a threat to
patient privacy and is a common tool in electronic identity management. This is supported
by the following value quote from the operations professional: “This is a way to guarantee
secure authentication”.

5.1.1.2 FO2 ensure compliance with organizational rules. When tasked with facilitating
patient privacy through the use of electronic identity management, operations professionals
clearly emphasized the need for compliance with organizational rules. While a policy may be
developed that is comprehensive in nature so as to cover all necessary aspects of patient

Figure 4.
Means-end network
diagram – operations
professionals
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privacy, if an employee fails to comply with said policy then it has all been for nothing. This
is supported by value statements such as “Several users use workarounds to access the
system, instead of using the card”. Additionally, the academic literature supports the
conclusion that compliance failures by employees represent a threat to organizations as well
(Chen et al., 2012). A study by Chen et al. (2012) found that mechanisms for ensuring
compliance like punishments did not work and that training programmes that rewarded
desired behaviors were more effective. This amply supports the desire by operations
professionals to train expected compliance behaviors to ensure patient privacy is
maintained by the organization.

5.1.1.3 FO3 maximize efficiency of organizational procedures for patient privacy. In this
organizational context, operations professionals are seeking efficiency in the procedures for
ensuring data privacy in health care. In the face of constraints on their resources, decision-
makers must set practical expectations to facilitate organizational success (Gibson et al.,
2004). This means that organizations should set priorities regarding process criteria,
elements and parameters for success to ensure critical needs are met, while eliminating
unnecessary burden (Gibson et al., 2004). This is supported by value statements such as
“The procedure to log in had been made simpler and more efficient. Now we only log-in
using the card”.

5.1.1.4 FO4 maximize care delivery through effective information use. Academic
research strongly suggests that failures in the coordination of care are common and can
create serious quality concerns as information is not being used effectively at the multiple
points of patient contact (Bodenheimer, 2008). For example, if patient is hospitalized, their
primary care physicians may not be notified when they are discharges, and summaries of
their discharge may not contain sufficient information or never even reach the primary care
practice (Bodenheimer, 2008). This speaks to the importance of effective information use by
health care. Operations professionals expressed the strong desire for electronic identity
management to facilitate such effective information transfer by allowing medical
professionals to quickly and easily transfer confidential patient information in a secure
manner between authorized medical professionals, as well as between different sites: “It is
easy to move between different work sites. The physicians move around quite a lot”.

5.1.2 Health-care professionals fundamental objectives.
5.1.2.1 FO1 ensure responsibility for patient privacy. When interviewing health-care
professionals, they clearly indicated that it was very important to understand responsibility
structures around ensuring patient privacy. Based on their responses it was clear they were
expressing the desire to have clear structures of responsibility that delineate the role each
professional should play in maintaining patient privacy while delivering care to their
patients. This is supported by value statements such as “The identity card is an extra safety
feature guaranteeing that it is me who change the medication, or reading the medical
record”. The academic literature supports this concern as, for example, Barrows and Clayton
(1996) point out that a lack of a cohesive security policy that clearly defines roles and
responsibilities leads to informational security failures. Therefore, it is important for
medical professionals to clearly understand their roles and responsibilities in maintaining
patient privacy and how to effectively use tools such as electronic identity management to
do so.

5.1.2.2 FO2 ensure confidentiality of patient data. From the health-care professional
perspective, the confidentiality of patient data is important, however they clearly advocated
for efficient identity management, viewing difficult to use login mechanisms as an
impediment to their work. With this understanding, Neeraj et al. (2014) support the idea that
medical professionals clearly desire protections for patient privacy but need easy access to
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such data, potentially leaving patient data vulnerable. Neeraj et al. (2014) found that 55 per
cent of computers used by medical professionals had easily accessible patient data available
on the desktop. While protecting patient data is clearly important to medical professionals,
the desire to save patient lives may lead to practices that could compromise patient privacy.
Medical staff stress the importance for technical implementations as a support for ensuring
privacy. This is supported by the following quote from amedical professional:

We need these barriers to increase security, because this is not something we understand. It
doesn’t matter how much we stress it, people still have computers on with medical records on
display.

5.1.2.3 FO3 ensure efficient information flow for patient treatment success. For medical
professionals, in our study, a clear value was that efficient information flow was critical for
patient quality of care and therefore essential. To this end, they expressed the desire for
technology to facilitate efficient transfers of information between authorized professionals to
improve patient care or the possibility for medical staff to work from several sites. This is
supported by the following quote from amedical professional: “It nowworks better to access
the information when you change computers - you can bring with you the information you
already opened”. This desire is supported in the literature as, for example, Devaraj et al.
(2013) found that streamlining patient information flow in health-care organizations resulted
in a significant improvement in overall patient quality of care.

5.1.2.4 FO4 ensure stability in IT use. The integration of new health care technology
can provide a competitive advantage to an organization, improving quality of care,
streamlining processes and reducing costs (Angst and Queenan, 2011). However, health-
care professionals in our study noted that stability in the technology used to protect
patient privacy should be stable, not requiring medical professionals to continuously
learn new systems and integrate new technologies into their work processes. While the
academic literature demonstrates that integrating new technology in health care can lead
to overall improvements in quality of care (Angst and Queenan, 2011), health-care
professionals clearly desire a level of stability with respect to technology. This is
supported by the following quote from a medical professional:

Previously we needed to use several log-ins. It was technical issues that affected our view of the
identification system. It was more troubling, than helping. Yet another thing to do.

5.1.3 Information technology professional’s fundamental objectives.
5.1.3.1 FO1 ensure confidentiality of patient data. The IT professional stakeholder group
provides a unique perspective when dealing with the confidentiality of patient data. While
health-care professionals and operations professionals also view patient privacy as
important, IT professionals appear to approach it by attempting to assign responsibility or
attribution for information confidentiality to the user. For example, a value quote by an IT
professional, “This is for secure authentication” indicates that attribution of responsibility
via electronic methods would help to ensure the confidentiality of patient data. For example,
Neeraj et al. (2014) found that only 26 per cent of computers accessed by medical staff were
free of confidential patient data and that 85 per cent of computers had been logged in to
using generic credentials. This presents a problem when attributing violations to a
particular user and speaks to the clear desire by IT professionals to have a means finding
users who violate protocols.

5.1.3.2 FO2 ensure availability of patient data. Within the group of IT professionals
interviewed, there is a clear understanding that having access to quality patient data by
medical professionals can lead to improved patient care outcomes. However, despite the
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enormous expenditure aimed at improving patient outcomes by health-care systems, clinical
outcomes remain suboptimal (Belle et al., 2015). A key factor attributed to such inefficiency
in spend-to-outcome is the inability to effectively gather, share and use information in a
more comprehensive manner within the health-care systems (Belle et al., 2015). Clearly, IT
professionals recognize then that medical professionals need access to patient data to drive
positive outcomes and then any electronic identity management system should facilitate
24/7 availability of patient data. But there is also a risk related to this. For example, a value
quote by an IT professional, “But there is a risk that you can’t access the information if the
technology falters”, supports this understanding.

5.1.3.3 FO3 ensure ease of access to patient data for authorized users. In the same vein
as availability of patient data to drive clinical outcome success by medical professionals
(Belle et al., 2015), IT professionals also state that ease of access is critical for authorized
users while still maintaining patient privacy. It can be said that even if the data exists and is
available to the medical professionals, if they are unable to access the data quickly and
easily, then it still hinders the medical process. Additionally, academic literature such as Li
et al. (2010), advocate that patient privacy can be easily maintained by using authentication
and encryption controls unique to the user. By keeping controls simple and unique to the
user, potential violations would be easy to trace and controls and encryption in place,
avoiding generic login credentials to ensure ease of access. In the case of identity
management using electronic identity cards, this is related to how you handle your card.
This is supported by the following value quote from an IT professional: “We don’t want
people to share their cards”.

5.1.3.4 FO4 ensure integrity of patient data is not compromised. IT professionals
recognize that ensuring the integrity of patient data is critical for ensuring successful patient
outcomes. One important factor in this is to have technical solutions that work together.
This is supported by the following value quote from an IT professional: “There are many
technical solutions that need to harmonize”. It is important to recognize that the integrity of
patient data represents the basis for clinical decisions made by medical professionals and
that if it is compromised it can lead to poor outcomes. For example, a study by Pothier et al.
(2005) found that when data were cycled through a manual medium, by the third cycle the
integrity of the data had completely deteriorated. When data were moved to hard
recordings, data loss was minimal, however if data related to patient care is not cycled into
the system quickly and efficiently, the integrity of the data is quickly compromised and can
be called into question. Therefore, based on this understanding, IT professionals have
clearly expressed that the integrity of the data is fundamental when considering electronic
identity management and must not inhibit data transfer into an electronic medium (i.e.
electronic medical record).

5.2 Means objectives
The 14 means objectives are also divided into three distinct groups, namely, operations
professionals, IT professionals and health professionals. As the purpose of this research was
to explicate the stakeholder values for each group, demonstrating the objectives which they
believe to be fundamental to the decision context, the means by which those fundamental
objectives should be achieved are also important to consider. Additionally, some overlap
may exist between the objectives intent for each stakeholder group, just as they did for the
fundamental objectives. However, the means by which these groups believe the
fundamental objective should be achieved do vary, hence the importance the means-end
network diagram in illustrating the differences and similarities. The following are
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explanation of the means objectives providing an explanation and a link to the literature
when appropriate that demonstrates the basis of support for the objective being described.

5.2.1 Operations professionals means objectives.
5.2.1.1 MO1 ensure use of authentication tools by medical staff. Operations professionals
recognize that certain tools used by medical staff for authentication can represent both
positive and negative consequences, however research bears out that the benefits can
outweigh the negatives. For example, Khan and Kumari (2014) found that smart cards
could be susceptible to login credential theft and therefore compromise patient data, if
medical staff were to lose a card and it fell into the wrong hands. However, Khan and
Kumari (2014) presented a novel method for ensuring the susceptibility of data loss due
to the theft or loss of authentication tools could be minimized using wireless medical
sensor networks in conjunction with authentication tools like login tokens and badges.
This supports the value held by operations professionals that authentication tool
technology is necessary and its use should be enforced to enable better security of
patient data while minimizing workflow impacts.

5.2.1.2 MO2 maximize organizational competence through training. The academic
literature bears out that security can come from organizational competence via human
capital and that a good way to achieve such competence to this point is through training
(Furnell et al., 1997). This supports the values espoused by operations professionals that the
best means of achieving organizational competence if to enhance employee training
programmes. The belief is such that if employees understand the ways in which they should
handle patient privacy, they will be more likely to do so. This includes, as supported by the
literature, the use of things such as ways in which relevant information may be
disseminated to staff, including security guidelines, training seminars and World Wide
Web-based services (Furnell et al., 1997).

5.2.1.3 MO3 ensure clearly defined data handling procedures. Clearly defined data
handling procedures can result in superior organizational culture as it can create a
responsible and consistent reporting structure (Hutchinson et al., 2009). It can be said that
operations professionals intuitively understand this concept and have therefore advocated
for clearly defined data handling and reporting procedures. Organizational culture where
procedures and clear and consistent will therefore result in safer culture and patient privacy
will be more likely be protected (Hutchinson et al., 2009).

5.2.1.4 MO4 ensure availability of patient data for medical professionals’ use. The use of
data in health care has evolved into an essential tool for providing valuable insights
into patient care, treatments and ultimately improving outcomes while reducing
organizational costs in the delivery of care (Raghupathi and Raghupathi, 2014).
Therefore, operations professionals in this study clearly believe that due to the
organizational value provided by such use of data, that medical professionals need
maximum availability for use in treating patients.

5.2.3 Health-care professionals’means objectives.
5.2.3.1 MO1 ensure responsible access to patient data during house calls. Medical
professionals that participated in our study made it clear that having access to patient data
during house calls was a means by which they believed data availability could be improved.
Having access to patient records on location in a secure manner via electronic methods
would protect patient privacy, yet allow them to make better decisions, being able to access
more information more quickly. However, numerous legal and ethical implications exist
which must be addressed as medical professionals must keep patient information
confidential, taking precautions to preserve patient information (like electronic identity
management), trust and the integrity of the patient–physician relationship (Spielberg, 1998).
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5.2.3.2 MO2 ensure efficient identity management. During our study, medical
professionals pointed out that as a means of protecting patient information, identity
management must be an efficient process. Any process that conflicts with their ability to
provide patient care would be viewed negatively and detrimental and therefore any
technology must be efficient. While it is clear based on the literature that technology
improves efficiency, the manner in which medical professionals in our study want it
delivered is rather specific (Chaudhry et al., 2006). Medical professionals require efficient
mechanisms for managing identity, which they believe will result in patient data
confidentiality beingmaintained.

5.2.3.3 MO3 maximize token access. With respect to electronic identity management,
medical professionals believed that having this kind of tool should allow them to maximize
their access to patient data for their specific needs. This is taken as, maximize their access to
information that they need to treat a patient, but minimize access to superfluous information
that is unnecessary and may compromise patient privacy. This value was expressed by
numerous medical professionals in our study, believing this a clear means of maximizing the
benefits of electronic identity management in their organization.

5.2.3.4 MO4 maximize fast access to patient data. To deliver the best care, they feel
possible, medical professionals in our study indicated they needed quick access to relevant
patient data to ensure their decisions were well informed. They believe that electronic
identity management controls should facilitate fast access to the necessary patient data base
on the medical professionals needs. Therefore, this objective is viewed by medical
professionals as a means to fulfilling the fundamental objective of ensuring information flow
to facilitate treatment success.

5.2.3.5 MO5 maximize flexible work processes. Health care can be viewed as a complex
sociotechnical system that involves multiple stakeholders with different goals, including
complex evolving technologies, processes and external forces (Holden et al., 2013). For this
reason, medical professionals indicated that they value flexible work processes and a means
of achieving stability in technology use. As technology continually evolves, having
flexibility in work processes to incorporate technology aimed at patient privacy in a manner
that benefits the context of the situation is important. The academic literature indicates that
is important that human factors are given adequate attention when dealing with system
interactions involving evolving technology (Holden et al., 2013).

5.2.4 IT professionals means objectives.
5.2.4.1 MO1 ensure use of electronic signatures. IT professionals interviewed in our study
indicated that as a means of ensuring the confidentiality of patient data, they believed the
use of electronic signatures would be an appropriate tool. The academic literature bears out
that the use of electronic signatures is an essential tool in the context of managing electronic
patient records (Bradner et al., 2002). Research further states that the use of the electronic
signature must be incorporated in both personnel workflow and document management
systems to maximize user acceptance (Brandner et al., 2002).

5.2.4.2 MO2 maximize system uptime. Maximizing system uptime is critical as a means
for ensuring availability of patient data. A study by Nelson (2007) found that as computers
become embedded in clinical workflow processes, disruptions to access can have serious
consequences. Nelson (2007) found that uptime of mission-critical clinical applications is an
important marker for those who depend on that data to make decisions as well as those who
monitor the operational and financial impact of systems. Hence, IT professionals in our
study are well justified in the academic literature, advocating for maximizing system uptime
for ensuring the availability of patient data.
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5.2.4.3 MO3 minimize authentication delays. As authentication schemes become more
complex, such as using biometric authentication tokens, the requirement of large quantities
of sensor data and identify verification can be computationally intensive (Koved and Zhang,
2014). The large amount of information to be processed can result in long latencies from the
time of the authentication request until the authorization is granted (Koved and Zhang,
2014). This can be worse when there is congestion in the system due to excessive
authentication requests, such as at the start of the business day or shift change and
interruptions can impact the user’s short term memory, slow down task performance, as
well as result in user dissatisfaction with the authentication system (Koved and Zhang,
2014). For this reason, IT professionals recognize that it is important that as a means of
ensuring access to patient data while maintaining patient privacy, authentication delays
must be minimized.

5.2.4.4 MO4 ensure external system integration. Systems integration, from the
perspective of IT professionals interviewed in our study, was meant convey the idea that
seamless information exchange must occur between various entities involved in a patient’s
care (i.e. independent primary care physician, hospital specialists, independent imaging
centers and emergency room). The literature supports this belief as, for example, a study by
Chang et al. (2007) found that the success of patient care depends on the aggregation and
seamless exchange of information within and across organizational borders, which can be
facilitated by various electronic identity management techniques (i.e. via the use of
electronic signatures).

5.2.4.5 MO5 ensure internal system integration. Similar to IT professionals’ beliefs that
external systems integration is important, their health system uses numerous systems that
capture, store or facilitate patient data in some capacity. While possessing greater control
over internal systems, IT professionals in our study felt this was a necessary means by
which the integrity of patient data can be maintained. As health systems continue to
transform to models of e-health care, systems integration will continue to be important
(Chang et al., 2007).

6. Means-end network diagram
After identifying both the fundamental and means objectives for each group, a means-end
network diagram (Figure 2/3/4) is created to illustrate their interaction with each other (“F1”
means fundamental objective one, and “M1” relates to means objective one). The purpose of
a network diagram is to demonstrate the flow of means objectives into the fundamental
objectives, which they help accomplish. Fundamental objectives, as previously stated, are
essential to the decision context of electronic identity management in health care, so they are
listed to the top of the diagram and at the end of the network’s flow. The means objectives
are important to the decision context in itself but as a way to achieving some other objective.
This is demonstrated by (Figure 2/3/4) linking the means objectives that contribute to
another objective and ultimately are necessary for the fundamental objective to be achieved.
Some means objectives are necessary or impact fundamental objectives directly, while
others appear to impact other means objectives that then serve to impact a fundamental
objective. It is important to note the interplay between means objectives themselves as well
as fundamental objectives so that as research progresses in this domain, all aspects that
influence the fundamental objectives are understood and given adequate consideration.

As the means and fundamental objectives developed by this research are grounded in
affected stakeholder’s values, it provides a better opportunity for an organization or
government to understand the social and technical complexities related to conflicting values
from their perspective. In other words, because objectives form the basis for any policy
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planning exercise, an organization or government should view our framework as a guiding
point for defining their own policy planning efforts with respect to electronic identity
management. A well-defined path aimed at managing value conflicts would then not only
help in the strategic creation of a comprehensive and effective policy but also help in
identifying alternatives to achieve its core purpose (as suggested by Keeney, 1992). In short,
the relationships between the means and the fundamental objectives would then help in
sketching the paths of policy change to best achieve the goal by providing valuable insight
into the decision context.

According to Keeney (1992), the means – ends objectives network is a value model
representing both quantitative and qualitative relationships. The purpose of such a model,
like most models, is to gain insight into a complex situation and thereby complement
intuitive thinking (Keeney, 1992; Power and Sharda, 2007). The best way to describe the
utility of the value model is to consider the various fundamental objectives as being O1, [. . .]
On and m1 (subobjective) as a fundamental measure for a fundamental objective O1. It
follows therefore that the vector m= (m1, m2, [. . .], mn) would provide a description of a
particular path in the diagram in which a fundamental objective is delivered. The
accumulative value of m would then serve as a measure (quantitative or qualitative) of
the idiosyncratic resources and abilities that would fit the decision context (i.e. managing
value conflicts in EIM). The best way of illustrating this point is to provide a contextual
example that demonstrates the functionality of such a model. To this point, the following is
a possible means of using the network diagram to facilitate the creation of useful and
strategic electronic identity management policy.

If an organization was looking to ensure confidentiality of patient data (fundamental
objective) as a way to facilitate patient privacy in health care, labeled as O1, one input could
be to ensure use of authentication tools (means objective) labeled as m1; however, this can
have multiple forms as each stakeholder group identified these fundamental objectives, yet
different means of achieving it, labeled as m2 and m3. This type of model (Figure 2/3/4)
illustrates a decision pathway that is therefore useful in helping health-care organizations in
achieving one or all of the fundamental objectives. Additionally, it provides different
decision pathways for health-care organizations to achieve the fundamental objective, which
then allows them to choose pathways that complement their strengths. Hence, based on the
preferred value proposition, a number can then be assigned to the vector m. Therefore, a
common value model can be used to represent the utility of these decision pathways and will
take the form shown in equation (1) (Keeney, 1992; Akkermans and Van Helden, 2002) where
ki is the weight ascribed to the objective Oi and vi is the relative desirability scaling:

V ¼ m1m2;...;mn ¼
Xn

i¼1

kivi mið Þ (1)

7. Limitations and future directions
Based on the research presented in this paper, there are three broad categories, which
exist for future research opportunities. The first opportunity is that the list of objectives
identified in this research can be subjected to psychometric analysis using separate
large samples. This can help, for example, in developing a model for measuring the
effect on patient privacy for health-care organizations implementing policies
incorporating electronic identity management tools and policies. A second opportunity
exists for intensive research to be undertaken to establish relationships between
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particular fundamental and means objectives; however, while Keeney (1992) contends
that fundamental and means objectives are related and an implicit, logical relationships
appear to exist between the fundamental and means objectives, but specific
relationships need to be researched. The final opportunity is such that further
quantitative work should be carried out to assess how the subscales of means and
fundamental objectives relate to each other.

The findings of this research lay a suitable foundation for developing
multidimensional measures to facilitate patient privacy in health care through the use
of electronic identity management. For example, Keeney (1999) conducted an extensive
study, which interviewed over 100 people to assess their values with respect to Internet
commerce. And based on this work, Torkzadeh and Dhillon (2002) were then able to
develop instruments, which measured factors that influence Internet commerce success.
Much in the same way, the research presented within this paper has established values
and objectives that would be a basis for measures evaluating alternative decision
pathways for ensuring patient privacy via electronic identity management. Within the
is domain, many examples exist of research that involves in-depth qualitative research
aimed at the development of theoretical concepts which includes research on
organizational consequences of IT (Orlikowski and Robey, 1991), relationship between
is design, development and business strategy (Walsham and Waema, 1994) and
communication richness (Lee, 1994).

In the cybersecurity field, the topic of electronic identity management to facilitate
patient privacy in health-care organizations is constrained by the absence of well-
grounded concepts that are developed in a systematic and a methodologically sound
manner as the topic itself is still a newer concept. The fundamental and means
objectives that are presented in this paper make a contribution towards the
development of theory specific to patient privacy through electronic identity
management in health care, a largely overlooked is research stream. This research
was only the first step to identify means and fundamental objectives as it relates to
multiple groups of stakeholder values. The next step in this research is to conduct a
quantitative study as was done earlier by Torkzadeh and Dhillon (2002) to come up
with an instrument that measures fundamental objectives as it relates to patient
privacy in health care as there is a need to develop theory that is specific (Benbasat,
2001).

As with most qualitative research, this study is subject to some limitations. The
process of identifying values from interview data is largely subjective and interpretive
and while as researchers we maintain a professional distance, there is always a
possibility that some of our own biases may influence the results; however, we were
conscious of this during all three phases. The previous basis for this research and the
critical reflections of the interviewee’s statements was useful in helping us show how
these various interpretations emerged in the research (Klein and Myers, 1999). For this
reason, it is believed that being aware of the intellectual biases actually helped us to be
objective within our analysis of the data. Further, Walsham (1995) recognized this to be
an issue when carrying out intensive research and in regard to the role of the researcher
wrote, “the choice should be consciously made by the researcher dependent on the
assessment of [. . .] merits and demerits in each particular case (p. 5)”. It is our goal that
in strictly following the value-focused thinking method and being conscious that our
interpretations should not serve to influence our research, it can provide confidence in
the outcome of this study.
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8. Conclusion
This paper introduces Keeney’s (1999) Value-focused thinking to explore identity
management in the health care context, demonstrating that value conflicts exist. By
exploring three differing stakeholders within the Swedish health care context, the
research presented in this paper illustrates how value conflicts can arise when health
information systems are introduced. Such conflicts can lead to tensions between
information availability and confidentiality (Mommens, 1999) or between efficiency and
confidentiality (Hedström et al., 2011). Hence, the research presented in this paper
examines the relatively unexplored area of value conflicts related to electronic identity
management in health care. It does so in an attempt to discover the objectives necessary
to begin a focused attempt at creating policy aimed at facilitating patient privacy
through the use of electronic identity management in health care. This qualitative
investigation, which used value-focused thinking, revealed 94 subobjectives, grouped
into 12 fundamental and 14 means objectives, which are essential for developing
measures that address potential value conflicts in a health-care organization around
electronic identity management. The objectives developed in this study are grounded
socioorganizationally and provide a way forward in developing measures aimed to
reducing potential conflicts at a policy level. Therefore, this is a significant contribution
as previous research in this area is underdeveloped and as such falls short of being able
to propose tangible measures for understanding and addressing these issues. This
research provides a path forward towards developing these measures for organizations
and governmental bodies who need to develop effective and efficient policy with limited
time and resources.
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